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	Role title:
	Chief Information Security Officer 
	Responsible to:
	Chief Information Officer

	Division:
	Technology, Digital and Data (TDD)
	Department:
	Technology, Digital and Data Leadership

	Direct Reports and Level:
	4 Direct reports 



 

	Scope:
	MPS worldwide provision of information security practices 

	
	
	Scale:
	4 direct reports 
£TBC Budget

	
	
	Regulated Function(s) Held:
	No

	Evaluation Level
	Guide 1
	Role Family
	Group Corporate Services



	
Overall Role Purpose

	The CISO is responsible for ensuring that the organisation has a clear vision and direction for cyber security and information security operations.  The role will devise and implement the global information security strategy to protect the business’ members, employees, assets and data and effectively leveraging vendors and managed services without relinquishing accountability. to support the ongoing delivery. 




	
Accountabilities (RACI)
	
Measures of Success/KPI’s



	Strategic Leadership:
· Provide leadership to the Information Security teams and across the TDD division to deliver on the overall corporate strategy, strategic priorities, business performance, and leadership of teams that reinforces the desired culture.
· Contribute to the development and delivery of the TDD strategy and plan to time, cost and quality
· Develop and implement the enterprise-wide cybersecurity strategy, governance framework based on industry best practices in conjunction with the architect team and against the evolving threat landscape
· Leads and facilitates the creation of governing principles to guide information security decision making
· Leads the IT security team responsible for information and cyber security policies, controls and cyber incident response planning, working with third parties to provide services
· Ensures security of new developments and programmes to support secure by design principles and to minimise the risk of change across the organisation
· Establish and provide regular performance indicators to MPS executive leadership, 2nd line and Audit & Risk Committee
· 
	· Financial performance Vs plan
· Corporate Plan Vs plan
· 2026 Goals Vs plan
· Divisional Plan Vs plan









	Financial
· Support the departmental setting and delivery of operational budgets ensuring an efficient and effective operating model which minimises cost and maximises contribution to financial sustainability without compromising the member experience. 
· Ensure that all spend is managed within organisation policy reporting on variance to budget to the TDD leadership team and Executive Director
· Manage and drive continual improvement of outsourced security services and providers to maximise value of partnerships and vendor relationships
· 
	
· Operational budget Vs Plan
· Project costs Vs Plan



	Member
· Lead for a culture and capability in Lean / continuous improvement to drive operational efficiency and greater member experiences and outcomes
· Lead the Information Security teams to ensure fair treatment and outcomes for members and compliance with associated policies and standards set out by Council, its committees and delegated authorities.
	
· Net promoter score
· Complaints / root cause analysis
· Member feedback



	People
· Provide strong leadership to ensure the training, competence, performance and engagement of all colleagues in the Information Security team.
· Build a strong pipeline of talent and succession across TDD for the benefit of MPS which will mitigate workforce planning risks and maximises the performance and potential of colleagues.
· Provide coaching and mentoring that develops and encourages continuous learning within the team (direct and indirect team members)
· Take the lead on promoting a more inclusive environment, which aligns with our commitment to celebrate and promote diversity.
· Manage resource allocation across teams to maximize business impact of resources and ensure each team has the skills and capabilities needed to achieve its objectives.
· Partner with People and Culture to create learning and development opportunities aligned to the organisation’s skill and capability needs, and to provide rewarding career paths for colleagues.
	· Divisional Engagement Index Vs MPS
· Divisional Leadership Index Vs MPS
· Divisional Inclusion Index Vs MPS
· Strong Talent and Succession Plans
· HR Metrics – attrition, absence etc
· Compliance with Training and Competence Schemes

	Risk 
· Maintain the framework of policies, standard and controls which can be continually embedded and improve in line with evolving business threats
· Work with 2nd line of defence to ensure appropriate risk management and control procedures are in place across the 1st line functions
· Create an environment where all colleagues recognise the importance of risk identification and management 
· Ensure appropriate business processes and controls are in place to manage the department within risk appetite; comply with policies and regulatory requirements (as applicable).
· Develop longer term plans to mitigate risks of inadequate resources necessary to achieve operational performance and 2026 goals
· Establishes standards and procedures to ensure identification of contractual security compliance and management of supplier information security risk as part of procurement processes
· Support delivery of internal and external audit plans with respect to information and cyber security, and ensure timely remediation of audit findings


	· Risk & Control Self- Assessments
· Audit Actions
· QA Outcomes 
· Conduct risk
· Financial risk
· Reputational risk



	
Responsibilities (RACI)

	· Extensive experience securing organisations through large-scale digital transformation, cloud adoption, and modernization initiatives 
· Drive an ongoing awareness and training programme for cyber security across the organisation
· Embed improvements across all security disciplines, including  Identity, data leakage, incident response, secure-by-design architecture & platform adoption, security education. Own security technology stacks to achieve best outcomes 
· Manages the organisational maturity of the information and cybersecurity skillset and oversee associated training 
· Represent IT at and within external forums, partnerships, government agencies and industry working groups
· As the technological landscape continually changes, keep abreast of evolving technological innovation, market trends and best practice; recommend opportunities for MPS 
· Maintaining and developing the day to day operations and risk management through the Information Security team, as well as driving an ongoing programme of improvement across the organisation.



	
Key Governance Responsibilities

	· TBC



	
Leadership Framework Competencies
	
Level


	Fresh Thinking
	Leading Organisation

	Building Capability in Self and Others
	Leading Others

	Influencing Others
	Leading Organisation

	Collaborating for Results
	Leading Others

	Leading Self and Others
	Leading Others

	Commercial and Risk Thinking 
	Leading Organisation


	 
	Knowledge and Qualifications
	Skills
	Experience

	Essential
	· Holds one or more of CISSP, CISM, CRISC, CSSP or other similar industry certifications
· Knowledge of technology security, risk management and oversight across a number of different disciplines including security operations, architecture, risk, compliance and programme delivery 
· Working knowledge of common security frameworks including ISO/IES27001, NIST Cyber Security Framework and Cyber Essentials Plus




	· Strong organisational and planning skills
· Budgeting & planning skills 
· Good communicator – ability to communicate to a broad audience and converse with all levels
· Excellent people skills driving good colleague engagement 
· Ability to troubleshoot and identify business and technical issues
· Detail orientated and diligent 
· Strong people leadership skills with an ability to adopt a coaching style and motivate
· Skilled facilitator with proven stakeholder management skills at all levels; effective influencing, persuasion and negotiation skills
.


	· Experience of working in a Global Business
· Development of Strategic plans to execution
· Significant leadership experience in Information Security including owning and delivering a cyber and information security function
· Experience of collaboratively working with SMEs and IT resources
· Working in a matrix environment.
· Leading transformational change of own team and wider business
· Demonstrated success designing and running vendor-led or managed security operating models to delivery change and run Experience in defining and embedding technology security standards
· Experience in rapidly responding to cyber security threats and in responding to security incidents





	Desirable
	· Educated to degree standard and/or hold relevant professional qualifications 

	
	· Experience of financial services / insurance in a regulated environment 




image1.jpg
MPS ©




