	Role title:
	Information Security Incident Manager
	Responsible to:
	Security Operations Manager

	Division:
	Technology, Digital and Data (TDD)
	Department:
	Information Security

	Direct Reports and Level:
	No direct reports 


	Scope:
	Information Security

	
	
	Scale:
	N/A People
N/A Budget
N/A income

	
	
	Regulated Function(s) Held:
	No

	Evaluation Level
	Implement 1
	Role Family
	Digital, Data and Change



	
Overall Role Purpose

	The Incident Manager role provides strategic and operational leadership for Information and Cyber Security capabilities across defined domains or services, ensuring security risks are proactively managed and security outcomes are aligned with organisational strategy, risk appetite, and regulatory obligations.
The role leads complex security activities end‑to‑end, owning the security posture of their area and acting as a senior authority for risk‑based decision making, incident response, and assurance. It operates as a key interface between security, technology, and the wider business, shaping security outcomes that enable resilient, compliant, and secure services.
In addition, the role leads capability development within the Information Security function, setting standards, driving consistency, and strengthening maturity through leadership, mentoring, and continuous improvement.



	
Accountabilities (RACI)
	
Measures of Success/KPI’s


	Operational 
· Take end‑to‑end accountability for the design, operation, and continual improvement of Information and Cyber Security capabilities within assigned domains or services. 
· Define and maintain security standards, control requirements, and ways of working, ensuring they are pragmatic, effective, and aligned with organisational strategy and risk appetite. 
· Lead complex, high‑risk, or cross‑functional security initiatives, providing clear direction, prioritisation, and assurance over delivery outcomes. 
· Act as the primary escalation and decision point for significant security issues, incidents, and risk trade‑offs within assigned areas. 
· Shape and influence organisational change by embedding security considerations early and ensuring alignment across technology, architecture, operations, and governance. 
· Provide authoritative security insight and reporting to senior management and governance forums, supporting informed risk‑based decision making.
	· Corporate Strategic priorities Vs plan
· Division Plan delivery Vs plan
· Delivery of projects to plan 
· Delivery of Information Security activity - actual v plan


	Financial
· Provide expert input into the evaluation, justification, and prioritisation of Information and Cyber Security investments, ensuring proposals are risk‑based, proportionate, and aligned with organisational priorities and risk appetite. 
· Take accountability for the effective delivery of assigned security initiatives, workstreams, or activities, ensuring they are appropriately scoped, planned, and delivered within agreed financial and governance constraints. 
· Analyse security risks, incidents, and control weaknesses to support informed decisions on cost‑effective risk treatment, remediation, and investment prioritisation. 
· Produce and maintain high‑quality financial, risk, and assurance information to support budgeting, forecasting, governance, audit, and regulatory activities. 
· Identify opportunities to improve value for money through reuse of existing capabilities, simplification of controls, improved processes, or more efficient ways of working, escalating recommendations where appropriate.
	
· Operational budget Vs Plan


	Member
· Proactively monitor, assess, and provide robust challenge on emerging risks and issues arising from business activities, using expert judgement to ensure decisions and outcomes are consistent, well‑controlled, and aligned with organisational standards and member expectations.
· Act as a trusted advisor to the TDD division, providing informed guidance and assurance to support fair, consistent, and transparent outcomes for colleagues and the organisation, while ensuring compliance with relevant policies, governance requirements, and best practice.
	· Net promoter score
· Policy compliance audit results


	People 	
· Provide visible leadership within the Information Security function, setting clear expectations for professional standards, ways of working, and security culture across assigned domains or teams. 
· Mentor, coach, and develop security colleagues, ensuring capability, succession, and resilience are actively built and sustained over time. 
· Create an environment that supports high performance, continuous improvement, and learning, addressing performance issues constructively and recognising strong contribution and behaviours. 
· Promote effective collaboration across security, technology, and business teams, influencing positively to resolve issues, manage conflict appropriately, and enable strong cross‑functional outcomes. 
· Champion inclusive leadership behaviours, ensuring diversity, equity, and inclusion are embedded in day‑to‑day practice, decision making, and people development. 
· Support the Information Security leadership team in shaping capability, operating models, and organisational design to meet current and future security and business needs.
	· Improved colleague understanding and awareness risk
· Delivery of Personal Development Plan to plan
· One to one / performance review meetings Vs Plan
· Colleague feedback

	Risk
· Own and articulate the Information and Cyber Security risk posture for assigned domains, services, or capabilities, ensuring risks are understood, prioritised, and actively managed. 
· Lead the response to significant security incidents, control failures, and risk events, ensuring effective containment, recovery, escalation, and learning. 
· Provide independent challenge and assurance over security risks, control effectiveness, and compliance, escalating where tolerance thresholds are exceeded. 
· Ensure robust risk governance is in place, including risk assessment, reporting, escalation, exception handling, and remediation tracking. 
· Drive continuous improvement of risk management and control effectiveness, using lessons learned, metrics, and assurance outcomes to enhance organisational resilience.
	· Risk & Control Self- Assessments
· Audit Actions




	
Responsibilities (RACI)

	· Lead the organisation’s response to cyber security incidents, acting as the incident response lead and coordinating technical, operational, and business activities to contain, eradicate, and recover from cyber incidents. 
· Act as the designated cyber incident commander during significant incidents, establishing command structure, setting priorities, directing response activity, and maintaining situational awareness throughout the incident lifecycle. 
· Define, maintain, and continually improve the Cyber Incident Response Plan (CIRP), ensuring it is aligned with organisational risk appetite, regulatory expectations, and wider business continuity and crisis management arrangements. 
· Work closely with Business Continuity, Resilience, Legal, Communications, and senior leadership teams to ensure cyber incident response is fully integrated with business crisis management and major incident processes. 
· Define and Exercise delegated authority to make time‑critical decisions during cyber incidents, including containment actions, service isolation, escalation thresholds, and engagement of third parties, within agreed governance and escalation frameworks. 
· Lead post‑incident review and lessons‑learned activities, ensuring root causes are identified and improvements to controls, processes, and preparedness are defined and tracked. 
· Design, deliver, and oversee cyber incident response testing and exercising, including tabletop exercises and scenario‑based simulations, to validate readiness and improve organisational response capability. 
· Provide expert advice and support to Security Operations, Risk, Technology, and business teams on incident preparedness, response playbooks, and recovery planning. 
· Act as the primary escalation point for cyber incident response matters, supporting senior stakeholders with clear, timely, and accurate information during incidents. 
· Promote a culture of preparedness and resilience by improving awareness of cyber incident response roles, responsibilities, and expectations across the organisation.



	
Key Governance Responsibilities

	· Own the governance of the cyber incident response capability, ensuring roles, responsibilities, authority, and escalation paths are clearly defined, documented, and understood. 
· Ensure the Cyber Incident Response Plan, playbooks, and supporting procedures are maintained, tested, and reviewed regularly. 
· Provide assurance that cyber incident response arrangements meet regulatory, contractual, and audit requirements. 
· Support and contribute to governance forums by providing insight into incident trends, readiness, lessons learned, and areas for improvement. 
· Lead or support regulatory and external engagement relating to cyber incidents, including preparation of evidence, timelines, and incident documentation where required. 
· Apply robust escalation where incident response effectiveness, decision‑making authority, or readiness falls outside defined tolerance.



	
Leadership Framework Competencies
	
Level


	Fresh Thinking
	Leading Self

	Building Capability in Self and Others
	Leading Self

	Influencing Others
	Leading Self

	Collaborating for Results
	Leading Self

	Leading Self and Others
	Leading Self

	Commercial and Risk Thinking 
	Leading Self


	 
	Knowledge and Qualifications
	Skills
	Experience

	[bookmark: _Hlk12007017]Essential
	· Educated to degree level in Cyber Security, Information Security, Computer Science, IT, or a related discipline, or equivalent professional experience. 
· In‑depth knowledge of cyber incident response principles, including detection, containment, eradication, recovery, and post‑incident review. 
· Strong understanding of incident management models and frameworks, such as NIST 800‑61, ISO/IEC 27035, or similar. 
· Good understanding of the legal, regulatory, and reputational considerations associated with cyber incidents, including data protection and reporting obligations. 
· Broad knowledge of enterprise technologies and environments (networks, endpoints, cloud platforms, identity, applications) sufficient to understand and direct technical response activity. 
· Understanding of how cyber incident response integrates with business continuity management (BCM), IT disaster recovery (ITDR), and organisational crisis management.
	· Strong incident leadership and decision‑making skills in high‑pressure, time‑critical situations. 
· Ability to establish command, coordinate activity, and maintain clarity during complex cyber incidents. 
· Excellent written and verbal communication skills, including the ability to brief senior executives clearly and concisely during incidents. 
· Ability to translate complex technical information into actionable, business‑focused updates and recommendations. 
· Strong organisational and facilitation skills, particularly when running incident bridges, coordination calls, and post‑incident reviews. 
· Ability to influence and direct cross‑functional teams during incidents without relying on formal line authority. 
· Strong judgement and professionalism when balancing security, operational impact, and business continuity considerations.
	· Typically 7–10 years’ experience working in cyber security, security operations, or incident response roles. 
· Proven experience leading the response to significant or complex cyber security incidents, including acting as incident lead or commander. 
· Experience developing, maintaining, and exercising cyber incident response plans and playbooks. 
· Experience designing and delivering tabletop exercises and simulations involving technical teams, business stakeholders, and senior leadership. 
· Experience working closely with business continuity, resilience, legal, communications, and executive teams during incidents. 
· Experience supporting post‑incident reviews, root cause analysis, and improvement tracking. 
· Experience operating within regulated, high‑impact, or risk‑sensitive environments.

	Desirable
	· CISSP (or Associate of (ISC)²) 
· GIAC Certified Incident Handler (GCIH) 
· GIAC Certified Forensic Analyst (GCFA) 
· Crisis management or resilience‑related qualifications
	
	



