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	Role title:
	Operational Security Manager
	Responsible to:
	Chief Information Security Officer

	Division:
	Member Experience, Digital and Data 
	Department:
	Information Security

	Direct Reports and Level:
	3 x Security Operational Analysts 


	Scope:
	Manage a team responsible for maintaining operational security technology, protective threat monitoring, incident response and KPI reporting. 


	
	
	Scale:
	3 People
N/A Budget
N/A income

	
	
	Regulated Function(s) Held:
	No

	Evaluation Level
	< xxx >
	Role Family
	Group Corporate Functions



	
Overall Role Purpose

	
The role is responsible for ensuring effective operation of MPS security technology and services within the responsibility of the Information Security function, and to demonstrate return of investment through risk mitigation and effective coverage and performance. 

Security monitoring of the MPS environments in order to detect potential threats, vulnerabilities or policy deviations as required by information security policies and controls, and in line with the MPS risk appetite. Working alongside colleagues in the Information Security function to drive and maintain an appropriate level of cyber defence across the business, and management of Cyber security capabilities to ensure the correct operation in line with threats to MPS. 

The role will drive a security first culture across the organisation whilst creating an environment of a continued education, upskilling of colleagues and direct reports to improve the level of capability and protection against threats



	
Accountabilities (RACI)
	
Measures of Success/KPI’s


	Operational 
· Provide leadership across the MEDD Division and the Information Security team to deliver on the overall 2025 goals, business performance, leadership of teams that reinforces the desired culture and delivery of MPS strategic priorities.
· Contribute to the development and delivery of the MEDD strategy to plan, cost and quality
· Operationalise, maintain and configure the MPS security  capabilities to ensure appropriate coverage of monitoring and security controls across applications, infrastructure and environments
· Develop process and procedure, and seek to integrate with wider MPS or Technology processes in order to ensure alignment and efficient operation with the wider business
· Maintain the MPS vulnerability management programme including schedules of scanning and testing
· Ensure appropriate incident responses, investigations and triage of potential or actual security incidents 
· Maintenance of associated technologies and tools, including ensuring integration of tools and capabilities into environments as required
· Generate regular key risk indicators and service metrics
	· Corporate Strategic priorities Vs plan
· Division Plan delivery Vs plan
· Delivery of projects to plan 
· Delivery of Information Security activity - actual v plan


	Financial
· Recommend solutions which deliver security enhancements that improve the services to our members and ensures business cases supports the desired strategic outcomes.  
· Manage license position for capabilities, making recommendations for investment or cost reduction as needed
· Manage and drive performance of suppliers and vendors to ensure return on investment
· Identify and report accurate information security risks and enable resolution to the issues identified across MPS to mitigate impact on MPS, members and colleagues

	
· Operational budget Vs Plan


	Member
· Monitor for and provide robust challenge of emerging risks and issues arising from business activities which fail to deliver appropriate and consistent outcomes for members
· Promote the continuous improvement of Operational  Security risk management and control processes by developing a proactive, client-focused relationship with management, ensuring that the issues identified are resolved.
· Protect members from risk or exposure to threats or compromise

	· Net promoter score
· Policy compliance audit results


	People 	
· Provide leadership to deliver exceptional training, competence, performance and engagement of the operational security team ensuring clarity of the team’s accountabilities and compliance to all governance, policy, standards and procedures 
· Contribute to a strong pipeline of talent and succession across MEDD for the benefit of MPS which will mitigate workforce planning risks and maximises the performance and potential of colleagues.
· Lead, Coach and mentor colleagues both within own team and other matrix teams and support learning interventions such as the Academy to maximise the potential of all colleagues and the quality of our service to members
· Take the lead on promoting a more inclusive environment, which aligns with our commitment to celebrate and promote diversity.
· Promote information security best practise across MPS and the Technology function in as part of a security first culture
· Work collaboratively and in partnership with colleagues across the business in order to minimise risk


	· Improved colleague understanding and awareness risk
· Delivery of Personal Development Plan to plan
· One to one / performance review meetings Vs Plan
· Colleague feedback
· MEDD Engagement Index Vs MPS
· MEDD Leadership Index Vs MPS
· MEDD Inclusion Index vs MPS
· Strong Talent and Succession Plan
· HR Metrics – attrition, absence


	Risk
· Act as control owner for technical security controls within the team, to ensure correct operation in line with MPS risk framework and policy requirements
· Continue to identify potential threats or control weaknesses, working proactively to implement or recommend mitigations
· Ensure accurate and effective key risk indicators are agreed with the function and published on a monthly basis
· Create an environment where all colleagues in MEDD recognise the importance of risk identification and management
· Ensure appropriate business processes and controls are in place to manage the information security risks within risk appetite; comply with policies and regulatory requirements (as applicable).
· Identify and report risks and issues identified within MEDD and potentially across MPS to enable resolution and mitigation of potential impact on MPS, members and colleagues.


	· Risk & Control Self- Assessments
· Audit Actions





	
Responsibilities (RACI)

	· Identify, report and respond to cyber threats to MPS infrastructure and applications
· Implement and integrate security monitoring capabilities and toolsets across MPS critical systems and environments
· Develop and maintain operational process, procedure and run books as needed
· Develop and report key risk and performance indicators
· Deputise for the Chief Information Security Officer for assigned areas of responsibility.
· Stay abreast of evolving legislation and best practice; identify and recommend opportunities for MPS to become more efficient and effective in managing compliance and information security risk.
· Undertaking other duties and tasks that from time to time may be allocated to the role holder that are appropriate to the level or role.




	
Key Governance Responsibilities

	· Facilitate reporting that will be utilised at the Executive and the Council.




	
Leadership Framework Competencies
	
Level


	Fresh Thinking
	Leading Others 

	Building Capability in Self and Others
	Leading Others

	Influencing Others
	Leading Others

	Collaborating for Results
	Leading Others

	Leading Self and Others
	Leading Others

	Commercial and Risk Thinking 
	Leading Others 

	
	


	 
	Knowledge and Qualifications
	Skills
	Experience

	[bookmark: _Hlk12007017]Essential
	· Operational security and cyber threat management
· Strong understanding of industry best practises and prevailing technologies, including:
· Security Incident and Event Management
· Threat and Vulnerability Management
· Data Loss Prevention
· Patch Management and Hardening
· Microsoft security stack including Azure, M365, Windows OS security
· Privileged Access Management
· Endpoint Security including Endpoint Detect and Respond
· Demonstrable Information Technology background, including knowledge of networking, application security and general IT delivery best practises (eg. ITIL)
· Demonstrable working knowledge of security domains, auditing standards and frameworks, and risk analysis frameworks including ISO 27001, Cyber Essentials, etc
· Experience managing suppliers and vendors, including MSSP and Security Vendors.
	· Strong written and verbal skills – report writing, influencing
· Excellent attention to detail, analytical skills and an ability to analyse complex technical information in order to identify patterns and trends
· Hands on experience working with established security technologies: SEIM, DLP, Vulnerability Scanners, EDR
· An ability to work under pressure, particularly when dealing with threats and at times of high demand.
· Collaborative, able to build consensus and resolve complex challenges
· Vendor management


	· Demonstrable experience working in a security operational environment, leading SOC or engineering team
· Working knowledge of deploying and managing security solutions
· Solid understanding of network and infrastructure security best practices
· Experience of dealing with escalations, both service and technical


	Desirable
	· Vendor or technical security certifications – Microsoft, Cisco, 
· Industry Information Security certifications relevant to the role ISC(2), SANS, CEH CCSK, etc
	· Security Orchestration and Automation
· Microsoft M365 configuration and administration
· Application and Web security
· Script writing & coding eg shell script, python
· Penetration testing and offensive security
· Dev/Sec/Ops
	· Information Security architecture or engineering experience
· Experience working in IT operations, infrastructure or service delivery
· Experience operating controls in a regulatory environment
· Experience of Privacy regulation and best practise
· Experience of Payment Card Industry Data Security Standard (PCI DSS)
· ISO27000 / NIST / NCSC Ten Steps
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