	Role title:
	Senior Information Security Risk Analyst
	Responsible to:
	Information Security Manager

	Division:
	Technology, Digital and Data (TDD)
	Department:
	Information Security

	Direct Reports and Level:
	No direct reports 


	Scope:
	Information Security

	
	
	Scale:
	N/A People
N/A Budget
N/A income

	
	
	Regulated Function(s) Held:
	No

	Evaluation Level
	Implement 1
	Role Family
	Digital, Data and Change



	
Overall Role Purpose

	
The Senior Information Security Risk Analyst role provides senior, specialist leadership in the operation and continual improvement of Information and Cyber Security capabilities across the organisation.
Operating with a high degree of professional judgement and autonomy, the role leads the delivery of complex security activities, designs and assures security controls, and manages information security risks in line with organisational risk appetite, regulatory obligations, and business priorities.
The role acts as a trusted subject matter expert, translating complex technical, operational, and regulatory requirements into clear, pragmatic security outcomes. In addition, the role provides leadership within the security function by mentoring colleagues, setting standards of good practice, and strengthening organisational security maturity and resilience.



	
Accountabilities (RACI)
	
Measures of Success/KPI’s


	Operational 
· Lead the design, implementation, and effective operation of Information and Cyber Security controls, processes, and capabilities within assigned areas. 
· Own the delivery of complex or high‑impact security activities, workstreams, or initiatives, ensuring they are delivered to agreed standards for risk, quality, cost, and resilience. 
· Provide expert input into change and transformation activities to ensure security is embedded by design and aligned with organisational standards and risk appetite. 
· Produce and maintain high‑quality security documentation, management information, and reporting to support operational oversight, assurance, governance, and executive decision making. 
· Act as a senior technical and professional point of reference, providing authoritative advice and guidance to stakeholders across technology and the business. 
· Mentor and support Analysts / Engineers, providing direction, coaching, and quality assurance to ensure consistent and effective delivery.
	· Corporate Strategic priorities Vs plan
· Division Plan delivery Vs plan
· Delivery of projects to plan 
· Delivery of Information Security activity - actual v plan


	Financial
· Provide expert input into the evaluation, justification, and prioritisation of Information and Cyber Security investments, ensuring proposals are risk‑based, proportionate, and aligned with organisational priorities and risk appetite. 
· Take accountability for the effective delivery of assigned security initiatives, workstreams, or activities, ensuring they are appropriately scoped, planned, and delivered within agreed financial and governance constraints. 
· Analyse security risks, incidents, and control weaknesses to support informed decisions on cost‑effective risk treatment, remediation, and investment prioritisation. 
· Produce and maintain high‑quality financial, risk, and assurance information to support budgeting, forecasting, governance, audit, and regulatory activities. 
· Identify opportunities to improve value for money through reuse of existing capabilities, simplification of controls, improved processes, or more efficient ways of working, escalating recommendations where appropriate.
	
· Operational budget Vs Plan


	Member
· Proactively monitor, assess, and provide robust challenge on emerging risks and issues arising from business activities, using expert judgement to ensure decisions and outcomes are consistent, well‑controlled, and aligned with organisational standards and member expectations.
· Act as a trusted advisor to the TDD division, providing informed guidance and assurance to support fair, consistent, and transparent outcomes for colleagues and the organisation, while ensuring compliance with relevant policies, governance requirements, and best practice.
	· Net promoter score
· Policy compliance audit results


	People 	
· Act as a senior practitioner and role model for Information and Cyber Security, demonstrating high professional standards, accountability, and consistent application of security and risk principles. 
· Provide mentoring, coaching, and professional guidance to Analysts, supporting skills development, knowledge transfer, and confidence in delivery without formal line management responsibility. 
· Support quality assurance of work delivered by colleagues, providing constructive feedback and challenge to improve consistency, effectiveness, and maturity of security outcomes. 
· Foster a collaborative and open team culture in which information security risks, issues, and improvement opportunities can be discussed constructively and addressed proactively. 
· Actively support onboarding, training, and development of new or less experienced team members, helping to build capability and resilience within the Information Security function. 
· Contribute to an inclusive, respectful, and high‑performing working environment, promoting diversity of thought, fair treatment, and psychologically safe ways of working.
	· Improved colleague understanding and awareness risk
· Delivery of Personal Development Plan to plan
· One to one / performance review meetings Vs Plan
· Colleague feedback

	Risk
· Lead the identification, assessment, and management of Information and Cyber Security risks within assigned areas, ensuring risks are clearly articulated, recorded, and managed in line with governance processes. 
· Provide expert oversight of security monitoring, incidents, vulnerabilities, and control effectiveness, determining appropriate response, remediation, or escalation. 
· Coordinate and track remediation of security risks and control weaknesses, working with stakeholders to ensure actions are prioritised and delivered proportionately and within agreed tolerances. 
· Develop and maintain meaningful risk metrics, indicators, and reporting to provide insight into security posture, emerging risk, and control effectiveness. 
· Apply robust challenge where security risks, decisions, or activities fall outside agreed policies, standards, or risk appetite, escalating appropriately.
	· Risk & Control Self- Assessments
· Audit Actions




	
Responsibilities (RACI)

	· Lead the delivery of information security risk assessments for complex systems, services, suppliers, and change initiatives, applying sound professional judgement and a consistent, risk‑based approach. 
· Own discrete security risk assessment workstreams, coordinating inputs from technical, business, and third‑party stakeholders to ensure risks are accurately understood and documented. 
· Assess the design and effectiveness of security controls, identifying gaps, weaknesses, or misalignment with standards, and supporting proportionate remediation or risk treatment plans. 
· Provide authoritative risk input into projects, procurement activity, and supplier onboarding, ensuring information security risks are identified early and addressed appropriately. 
· Support the operation and continuous improvement of information security risk processes by identifying inefficiencies, inconsistencies, or recurring issues. 
· Prepare clear, high‑quality security risk documentation, including risk assessments, exception requests, treatment plans, and management information. 
· Provide risk‑based advice and constructive challenge to technical and business stakeholders, supporting informed decision making within defined risk appetite. 
· Mentor and support Information Security Risk Analysts, providing guidance, feedback, and quality assurance over risk outputs to improve consistency and capability. 
· Support compliance, assurance, and audit activities by coordinating responses, reviewing evidence, and tracking findings and recommendations through to closure. 
· Monitor changes in regulatory, threat, and compliance landscapes, highlighting emerging risks or impacts to senior colleagues and leads.



	
Key Governance Responsibilities

	· Maintain responsibility for information security risk records within assigned areas, ensuring risks are reviewed, updated, and escalated in line with governance requirements. 
· Ensure security risks are assessed and managed in accordance with defined policies, standards, and frameworks. 
· Support risk and assurance reporting to governance forums by producing accurate, defensible, and timely outputs. 
· Apply appropriate escalation where security risks, control weaknesses, or non‑compliance exceed agreed tolerance or remediation timescales. 
· Support regulatory, audit, and internal assurance reviews by providing robust risk positions and supporting evidence.



	
Leadership Framework Competencies
	
Level


	Fresh Thinking
	Leading Self

	Building Capability in Self and Others
	Leading Self

	Influencing Others
	Leading Self

	Collaborating for Results
	Leading Self

	Leading Self and Others
	Leading Self

	Commercial and Risk Thinking 
	Leading Self


	 
	Knowledge and Qualifications
	Skills
	Experience

	[bookmark: _Hlk12007017]Essential
	· Educated to degree level in Information Security, Cyber Security, Risk Management, IT, or a related discipline, or equivalent professional experience. 
· Strong working knowledge of information security and risk management principles, including risk identification, assessment, treatment, escalation, and residual risk. 
· Good working knowledge of recognised security and risk frameworks and standards, such as: 
· ISO/IEC 27001 and 27005
· NIST Cyber Security Framework
· Cyber Essentials and similar control frameworks
· Solid understanding of regulatory and compliance requirements affecting information security, including data protection (GDPR), third‑party risk, and operational resilience. 
· Broad understanding of enterprise technologies (infrastructure, applications, cloud services, identity, and suppliers) and the security risks associated with their use.
	· Strong analytical and judgement skills, with the ability to assess complex or ambiguous security risks and articulate them clearly and proportionately. 
· Excellent written communication skills, producing clear risk assessments, exception documentation, and governance‑ready reporting. 
· Confident verbal communication and influencing skills, including the ability to explain risk concepts to technical and non‑technical stakeholders. 
· Ability to translate technical, regulatory, and control requirements into practical, risk‑based advice. 
· Strong organisational skills, able to manage multiple concurrent risk activities across projects and services. 
· Ability to mentor, guide, and quality‑assure the work of less experienced analysts.
	· Typically 4–6 years’ experience working in information security, cyber security risk, GRC, or a closely related discipline. 
· Demonstrable experience leading information security risk assessments for systems, services, suppliers, or change initiatives. 
· Experience assessing security control design and effectiveness across technical, process, and organisational domains. 
· Experience supporting audits, regulatory reviews, or formal assurance activities, including managing remediation actions. 
· Experience working directly with senior technical and business stakeholders to influence risk outcomes and decisions. 
· Experience mentoring or overseeing the work of junior risk analysts. 
· Experience working within a regulated, risk‑sensitive, or complex organisational environment.

	Desirable
	· CISSP (or Associate of (ISC)²) 
· CISM 
· CRISC 
· ISO/IEC 27001 Lead Implementer or Lead Auditor 
· Relevant cloud security certification (e.g. CCSP)
	
	· Experience of working to embed risk frameworks across an organisation



